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hash functions



definition

A hash function is a function h which has, as

a minimum, two properties:

1. compression: h maps an input x of

arbitrary length to an output h(x) of

fixed length n.

2. ease of computation: given h and an

input x , h(x) is easy to compute.
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security properties 1/3

preimage resistance or one-wayness: given

a hash output h(x) it is hard to find an input

message x such that h(x).
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security properties 2/3

2nd preimage resistance or weak collision

resistance: hard to find any second input x2

which has the same output as any specified

input x1, such that h(x1) = h(x2).
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security properties 3/3

collision resistance: hard to find any two

distinct inputs x1, x2 which hash to the same

output, such that h(x1) = h(x2).
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digital signature schemes



use case

Figure 1: software updates

7



public-key-based schemes

Figure 2: public-key-based signature
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signature schemes used for signing

vendor signature scheme

Kaspersky SHA1 - RSA 2048

Norton / Symantec SHA1 - RSA 1024

Java SHA1 - RSA 1024

Microsoft SHA1 - RSA 2048

Adobe SHA1 - RSA 2048

Google SHA1 - RSA 2048

Apple SHA1 - RSA 2048

Mozilla SHA1 - RSA 2048

Sony PS3 ECDSA1

1epic security fail in 2010: int getRandomNumber(){ return 4; }
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pseudo random generator@dilbert2

2www.dilbert.com
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public-key-based schemes

Figure 3: assumptions
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quantum impact 1/2
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quantum impact 1/2
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quantum impact 1/2

“In the past, people have said, maybe it’s 50 years away, it’s a dream, maybe it’ll

happen sometime. I used to think it was 50. Now I’m thinking like it’s 15 or a little

more. It’s within reach. It’s within our lifetime. It’s going to happen.” - Mark Ketchen

(manager of the physics and information group@IBM), Feb. 2012, about quantum

computers
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quantum impact 2/2

classical quantum

preimage Θ(2n) Θ(2n/2)

2nd-preimage Θ(2n) Θ(2n/2)

collision Θ(2n/2) Θ(2n/2)

Table 1: Complexity of attacks based on Grover’s algorithm4 against

hash functions families

3(Gro96)
4(Gro96)
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One-Time Signature (OTS) by Lamport/Diffie5 1/2

Example for signing a message of length n = 3:
Let a message m =”110”; security parameter b = 3 and the hash function h be equiv.

to one’s complement:

• SK: generate (pseudo-)random n key-pairs of length b:

x0,0 = 010; x0,1 = 111; x1,0 = 110; x1,1 = 001; x2,0 = 100; x2,1 = 101.

• PK: hash of the single values:

y0,0 = h(x0,0) = 101; y0,1 = 000; y1,0 = 001; y1,1 = 110; y2,0 = 011; y2,1 = 010.

• S(m): sign the message m:

σ(110)→ x0,1, x1,1, x2,0

σ(110) = 111, 001, 100

• V(σ(m)): verify the signature σ(m):

h(x0,1)
?
= y0,1 and h(x1,1)

?
= y1,1 and h(x2,0)

?
= y2,0

5(DH76)
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One-Time Signature (OTS) by Lamport/Diffie 2/2

Given a security parameter n and a one-way function

F : {0, 1}n → {0, 1}n, two random values x0, x1 ∈ {0, 1}n; the

public key is (y0, y1) := (F (x0),F (x1)).

The signature σ for a bit b is the secret value σ = xb.

Verification by checking yb = F (σ).
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Merkle’s tree authentication scheme (MSS)6

Figure 4: a merkle tree of height H = 2

6(Mer89)
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Figure 4: a merkle tree of height H = 2

6(Mer89)
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authentication path (MSS)

Figure 5: blue nodes denote the authentication path for leaf i = 3
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Fine ...

really?
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Fine ... really?
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drawbacks

Given security level b, tree height H and message length m
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improvement 1/5

Given security level b, tree height H

• MSS

• generate single trees of size of 2H

• cost ∼ 2H

• CMSSa,XMSSb

• generate t layers of trees of height H/t

• generate t trees of size 2H/t

• cost ∼ t ∗ 2H/t

(i.e. H = 40, t = 2, 2 ∗ 220 = 221)

a(BGD+06)
b(BDH11)
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improvement 2/5

Given security level b, tree height H and message length m

• using Winternitz7 OTS → Yi = f (σOTS)

• modifying tree construction8 → allowing use of 2nd preimage

resistant hash function

7(Mer89)
8(BDH11)
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improvement 3/5

Given security level b, tree height H and message length m

• using seed-based secret key9: 2bm ∗ 2H → b ∗ 2H

• secret key size independent of message length

9(BDH11)
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improvement 4/5

Given security level b, tree height H and message length m

• MSS requires time and space of 2H (naive)

• based on fractal tree representation and traversal10

• BDS11 algorithm (time - memory trade off by parameter k):

• time : (H − k)/2 (per signature)

• memory: (5, 5H − 5k − 2k)
10(JLMS03)
11(BDS08) 24



improvement 5/5

storing index i → problems:

• Load-balancing

• Multi-threading ...

Goldreich’sa and SPHINCSb approach:

• use a huge/”hyper-tree”

• pick index i randomly

• messages signed with few-time signature

scheme

a(Gol04)
b(BHH+15)
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outlook



outlook

• further improvements based on MSS

• further improvements OTS/FTS:

• graph-based schemes

• subsets-based schemes

• post-quantum trapdoor one-way function → public-key-based

signature scheme
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Thank you for your attention.
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definition of digital signature schemes

Let M be a message space (e.g. {0, 1}∗), PK a public key space,

SK a secret key space and SG a signature space and the triplet

(KG ,S ,V ) a signature scheme where:

• KG : {1}n → PK × SK is a randomized key generation

function with security parameter n ∈ N;

• S : SK ×M → SG is a deterministic signing function;

• V : PK ×M × SG → {0, 1} is a deterministic verification

function.
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